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DNSSec 101

• Cryptographic signing of the DNS data, so 
that the recipient can verify the integrity of 
the data

• Key Signing Key signs the Zone Signing Key 
which then signs the actual zone. 

• Almost 15 years old Protocol, major 
traction in the last 3 years



Significance of the Root 
Key Signing 

• The ‘DNS Root’ lies at the top of the DNS 
hierarchy.

• It’s probably the most natural trust anchor 
for signing of the DNS tree (not all people agree). 

• A path for deployment of DNSSec more 
widely, as people no longer can claim that 
the hierarchy is incomplete



Signing Operations 

• ICANN DNS Ops : http://dns.icann.org

• Root DNSSec: http://www.root-dnssec.org/

• KSK and ZSK split operations

• ICANN does the KSK

• Verisign does the ZSK 

• Trusted Community Representatives 
(TCRs)
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June 16, 2010

• First Key Signing Ceremony in Culpeper, VA

• What happened ?
• Hardware Security Module (HSM) initialized

• Seven Crypto Officers (CO) incorporated - *(I am one of them)

• Seven Recovery Key Share Holders (RKSH) incorporated

• Generate the KSK

• Received the Key Signing Request from Verisign, containing the 
ZSK - signed them and returned the Signed Key Response, 
which will be used to sign the root zone by Verisign. 

• A major Milestone



Signed Zone

• Second Key Signing Ceremony on 12th July 
in El Segundo, CA

• Similar process as before, but no new key 
generated (same key as previously 
generated used)

• On 15th July, the root servers started 
serving the signed DNS Root Zone. 







More info

• https://www.iana.org/dnssec/

• Various Tutorials at SANOGs

https://www.iana.org/dnssec/
https://www.iana.org/dnssec/


Thank you


