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you.about()
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> YOU.knowWhatsDDOS
<·
> YOU.handsOnExperience
<·
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No-Agenda

• NO Reverse Engineering
• NO honeypot labs
• NO C2 connection tracking
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Incapsula’s HoneyPoP
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IoT Vendor

User

DDoS Victim

Attacker



DDoS Modus Operandi
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Tell some story Once upon a time… 
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Say hello

Hello
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The growing prevalence of IoTs
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Source:	Ericsson	Mobility	Report;	June	2016.



Why use IoTs 4 DDoS?
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This is really happening
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IoT DDoS through the (very recent) history
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Mirai

20-SEP-2016

OVH Attack

21-OCT-2016

Dyn DNS DDoS

5-DEC-2016
INVESTIGATED IoT DDoS

BEFORE IT WAS COOL
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IoT DDoS through the (very recent) history
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Mirai OVH Attack

30-DEC-2014

21-OCT-2015

20-SEP-2016 5-DEC-2016

…

SOHO Routers

CCTV DDoS

21-OCT-2016

Dyn DNS DDoS



© 2017 Imperva, Inc. All rights reserved. @ZAvishh @unxmaster @Incapsula_com

DDoS and Mirai trending
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01-OCT-2016

21-OCT-2016

29-NOV-2016



Mirai drilldown
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Volumetric attack
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Layer 7 attack
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Mirai attack types
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UDP flood
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default value “straight up” “optimized for speed”

Packet size 512 ✔ ✔

ToS 0 ✔

TTL 64❗ ✔

ID random ✔

DF off ✔

Random payload random ✔ ✔

Source port random ✔

Destination port random ✔ ✔

Source IP non-spoofed ✔❗

configurable fields
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UDP flood
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SYN flood ACK flood Stomp flood

Packet size 0 ✖ 512 768❗

Random payload None ✖ Random Random
TTL 64❗ 64❗ 64❗

ToS 0 0 0
ID Random Random Random
DF TRUE FALSE TRUE

Source port Random Random ➖

Destination port Random Random Random
Source IP Non spoofed Non spoofed ➖

TCP flags SYN❓ ACK❓ ACK, PSH
SEQ# Random Random ➖

ACK# 0 Random ➖

TCP flood
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TCP flood
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SYN flood ACK flood Stomp flood

Packet size 0 ✖ 512 768❗

Random payload None ✖ Random Random
TTL 64❗ 64❗ 64❗

ToS 0 0 0
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ACK# 0 Random ➖



© 2017 Imperva, Inc. All rights reserved. @ZAvishh @unxmaster @Incapsula_com

SYN flood ACK flood Stomp flood
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TTL 64❗ 64❗ 64❗

ToS 0 0 0
ID Random Random Random
DF TRUE FALSE TRUE

Source port Random Random ➖
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GRE IP/ETH flood
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srcIP: non-spoofed 
(or randomized❗)

dstIP: target IP

srcIP: randomized ‼
dstIP: randomized

only UDP
random src & dst ports

random data

extra header
for GRE ETH
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DNS flood
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default value

Source port Random

Destination port 53

Domain User specified, 
random subdomain

DNS ID Random

ToS 0

TTL 64❗

ID Random

DF FALSE
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DNS flood
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default value

Source port Random

Destination port 53

Domain User specified, 
random subdomain

DNS ID Random

ToS 0

TTL 64❗

ID Random

DF FALSE

Recursive DNSBot Authoritative DNS

abcdefgehijk.example.com abcdefgehijk.example.com

Victim
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VSE flood
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default value

ToS 0

TTL 64❗

ID Random

DF FALSE

Source port Random

Destination port 27015
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HTTP flood
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default value

Destination port 80

Domain User specified

Method GET

Data Empty 

Path /

Threads 1
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HTTP flood - Predefined User-Agents
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Anti-anti DDoS techniques
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HTTP flood
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default value

Destination port 80

Domain User specified

Method GET

Data Empty 

Path /

Threads 1
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Territorial predator
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DDoS 4 hire business model
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IoT botnets NG

• Improving the C2 functionality:
• DGA
• P2P

• Different spreading techniques
• TR-069 vulnerabilities
• Windows as a relay

• Non-DDoS botnets
• Bitcoin mining
• SPAM spreading
• Bruteforcing

• IoT vigilantes - Hajime
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Image credits: www.mobihealthnews.com



Botnet
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TalkTalk Botnet Attack
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TalkTalk Botnet Attack
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TalkTalk Botnet Attack
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TalkTalk Botnet Attack

44



© 2017 Imperva, Inc. All rights reserved. @ZAvishh @unxmaster @Incapsula_com45

TR-069
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TalkTalk Botnet Attack
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Credit: isc.sans.edu
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TalkTalk Botnet Attack
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Are we doomed?
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Are we doomed?
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• Will IoT manufacturers start securing their devices?

• Web service providers:
• Brace yourself, the next Dyn might be you

• End users:
• Would you install an unsecured Linux machine on your perimeter?Seriously?! 

• Regulation

• Proactivity will make the change
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THANK YOU!

Polina Berman

polina@incapsula.com


