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Global IP Traffic

* Compound Annual Growth Rate is 26%, as per Cisco Visual Networking Index
* Annual global IP traffic will reach 4.8 ZB per year by 2022, or 396 exabytes (EB) per month.
* In 2017, the annual run rate for global IP traffic was 1.5 ZB per year, or 122 EB per month.
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Global Optical Fiber Market

* Compound Annual Growth Rate is 14.3%, the highest in North America, as per 3™ party
market research.
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Growth Comparison

14.3% vs.:26%



DWDM

* Dense Wavelength Division Multiplexing

* An Optical Transport Technology to facilitate large bandwidth transmission
e Optical level dynamic protection & restoration

* One physical link can carry 96 channels

* Channel can be configured as 100/200/400 Gbps per Channel
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Basic Structure

* The overall structure of the WDM system of N-path wavelength:
— Optical Transponder Unit (OTU)
— Optical Multiplexer Unit / Optical De-multiplexer Unit (OMU/ODU)
— Optical Amplifier (OA)
— Supervisory Channel (OSC/ESC)
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Dispersion
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Dispersion in fiber refers to a physical phenomenon of signal distortion caused when
various modes carrying signal energy or different frequencies of the signal have
different group velocity and disperse from each other during propagation.

MUX/DMUX DMUX/MUX

Z
CD(Chromatic Dispersion): Since different frequency (wavelength) components of the

light source have different group velocities and light beams with different frequencies
have different time delays in transmission, dispersion arising from which is called

chromatic dispersion. I_lrﬂ—l—ﬂ,_r‘\
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Protection : (1+1)

Protection on UNI client ,
node disjoint DWDM

1+1 Optical path protection,
inter card

1+1 Optical path protection,
intra card

1+1 Service Channel protection,
intra card

1+1 optical channel protection
1+1 OMS protection
1+1 OTS protection

Network availability

Various protection levels offer optimized CAPEX for each required availability level

e
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Protection : (1+1)

Local Side Remote Side
OUTw | Working Fiber INw
INcom » OUTcam
Tx. : OUTp [Protection Fiber IN == : Rx
(Transmitter) T rroterhion Bt .= L. - (Receiver)
L INw | Working Fiber | OUTw OFS

RX OUTcom - INcom TX
. . ‘—<K' ><7 '
(Receiver) S~ . INp_ | Protection Fibenn OUTp (Transmitter)

Fig : Using two fiber pair with different paths.
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Protection & Restoration : (1+1+R)
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Restoration with more than two paths



ASON/WSON by GMPLS :

ASON (Automatically Switched Optical Network)
*Architecture for transport networks enabling distributed connection control
*Requirement and architecture documents have been approved by ITU-T

WSON (Wavelength Switched Optical Network)
*ASON networks based on WDM switching technology (photonic layer)
*Framework and specific ASON extension under definition by IETF

GMPLS (Generalized Multi-Protocol Label Switching)

*Defines a suite of protocols to implement ASON/WSON functionality
*GMPLS protocol standards are defined at the IETF
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Advantages of ASON/WSON :

e Automated topology/resource discovery

e Automated end-to-end service provisioning

e Multi-layer/domain networking

eMultiple failure network recovery

eBandwidth efficiency by sharing of restoration capacity
eBandwidth on demand

eClass of services at transport layer

eTraffic engineering I_Il_lﬂn—ﬂ-l‘\
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GMPLS Control Plane Functions

Inventory and Resource Management
1.NeighborDiscovery ~ 2.Global Topolog)

Management Plane

Control Plane

r ols:
Dynamic Provisioning Network Resilience (without UNI 1: LMP
3 i 2: OSPF-TE
3. Signaling for Connection Provisic . Distributed . E Al
4. Routing (Path Calculation) 6. Fault Localization 5: all

8: LMP



GMPLS Control Plane Protocols

LMP: Link management protocol
Manage and maintain the health of control and data planes between two
neighboring nodes

OSPF-TE: Open shortest path first-Traffic Engineering
Routing protocols for the auto-discovery of network topology, advertise resource
availability (e.g bandwidth or protection type)

CSPF: Constraint Shortest Path First
Based on OSPF route information, calculated the path for tunnel

RSVP-TE: Resource reservation protocol for traffic engineering
Based on CSPF’s result, send message to create the tunnel hop-by-hop.

Fiber (@ Home



FAH DWDM Network
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Nuts & Bolts

* |nstalled & Commissioned Nodes —41
* Prime Feature — WSON

e Capacity Provisioned — 250 x 10G (1+1+R)

* Project Deployment Time — 3 Months
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Project Hurdles

e Alien Lambda Provision

* Around 500G of Live Traffic Migration from Previous Network
 New PoP Readiness (Infrastructure, Power, Fiber)

* Fiber Readiness

* Leasing Fiber from 3" Parties

* Proper Passive Protection Path Plan

e Last Mile Security

* Overhead Manageability

* National Transport Infrastructure Development Work

Fiber (@ Home



Major Challenge

* Switching Hits were generating Circuit Flaps

RP/0/RSPO/CPUO:NMC-ASRIK-NATIONWIDE-PEOl#sho logging start march 22 15:30:00 end Mar 22 16:52:00 LC/0/4/CPU0:2019 Mar 22 15:32:54.143 Dhaka: bfd agent[126]: $L2-BFD-
6-SESSION_STATE DOWN : BFD session to neighbor 10.0.7.90 on interface FortyGigE0/4/0/0.1962 has gone down. Reason: Control timer expired LC/0/4/CPU0:2019 Mar 22
15:32:54.144 Dhaka: bfd agent[126]: %L2-BFD-6-SESSION_ STATE DOWN : BFD session to neighbor 10.0.7.86 on interface FortyGigE0/4/0/0.1961 has gone down. Reason:
Control timer expired LC/0/4/CPU0:2019 Mar 22 15:32:54.144 Dhaka: bfd agent[126]: %L2-BFD-6-SESSION_ STATE DOWN : BFD session to neighbor 10.0.7.94 on interface
FortyGigE0/4/0/0.1963 has gone down. Reason: Control timer expired LC/0/4/CPU0:2019 Mar 22 15:32:54.144 Dhaka: bfd agent[126]: $L2-BFD-6-SESSION_ STATE DOWN : BFD
session to neighbor 10.0.6.181 on interface FortyGigE(0/4/0/0.1960 has gone down. Reason: Control timer expired LC/0/4/CPU0:2019 Mar 22 15:33:08.869 Dhaka:

bfd agent[126]: $L2-BFD-6-SESSION STATE UP : BFD session to neighbor 10.0.6.181 on interface FortyGigE(0/4/0/0.1960 is up LC/0/4/CPU0:2019 Mar 22 15:33:10.154 Dhaka:
bfd agent[126]: $L2-BFD-6-SESSION STATE UP : BFD session to neighbor 10.0.7.86 on interface FortyGigk0/4/0/0.1961 is up LC/0/4/CPU0:2019 Mar 22 15:33:10.155 Dhaka:
bfd agent[126]: $L2-BFD-6-SESSION STATE UP : BFD session to neighbor 10.0.7.94 on interface FortyGigk0/4/0/0.1963 is up LC/0/4/CPU0:2019 Mar 22 15:33:10.155 Dhaka:
bfd agent[126]: $L2-BFD-6-SESSION STATE UP : BFD session to neighbor 10.0.7.90 on interface FortyGigk0/4/0/0.1962 is up LC/0/4/CPU0:2019 Mar 22 15:52:14.124 Dhaka:
bfd agent[126]: $L2-BFD-6-SESSION_STATE DOWN : BFD session to neighbor 10.0.6.181 on interface FortyGigE0/4/0/0.1960 has gone down. Reason: Control timer expired
LC/0/4/CPU0:2019 Mar 22 15:52:14.125 Dhaka: bfd agent[126]: $L2-BFD-6-SESSION STATE DOWN : BFD session to neighbor 10.0.7.86 on interface FortyGigkE0/4/0/0.1961 has
gone down. Reason: Control timer expired LC/0/4/CPU0:2019 Mar 22 15:52:14.125 Dhaka: bfd agent[126]: %L2-BFD-6-SESSION_ STATE DOWN : BFD session to neighbor 10.0.7.94
on interface FortyGigE(0/4/0/0.1963 has gone down. Reason: Control timer expired LC/0/4/CPU0:2019 Mar 22 15:52:14.125 Dhaka: bfd agent[126]: $L2-BFD-6-

SESSION_ STATE DOWN : BFD session to neighbor 10.0.7.90 on interface FortyGigE0/4/0/0.1962 has gone down. Reason: Control timer expired LC/0/4/CPU0:2019 Mar 22
15:52:28.269 Dhaka: bfd agent[126]: %L2-BFD-6-SESSION_ STATE UP : BFD session to neighbor 10.0.7.86 on interface FortyGigE(0/4/0/0.1961 is up LC/0/4/CPU0:2019 Mar 22
15:52:28.270 Dhaka: bfd agent[126]: %L2-BFD-6-SESSION_ STATE UP : BFD session to neighbor 10.0.7.90 on interface FortyGigE(0/4/0/0.1962 is up LC/0/4/CPU0:2019 Mar 22
15:52:28.270 Dhaka: bfd agent[126]: %L2-BFD-6-SESSION_ STATE UP : BFD session to neighbor 10.0.7.94 on interface FortyGigE(0/4/0/0.1963 is up LC/0/4/CPU0:2019 Mar 22
15:52:28.270 Dhaka: bfd agent[126]: %L2-BFD-6-SESSION_ STATE UP : BFD session to neighbor 10.0.6.181 on interface FortyGigE0/4/0/0.1960 is up
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<NMC-NW-H6320 L3SW0Ol 251 0 254>display log 2019-3-22 15:32:16.998.2+06:00 NMC-NW-H6320 L3SW01l 251 0 254 $%01IFPDT/4/IF STATE (1) [87]:Interface XGigabitEthernet0/0/15
has turned into DOWN state. 2019-3-22 15:32:16.998.3+06:00 NMC-NW-H6320 L3SW0O1l 251 0 254 %$%01LACP/3/LAG_DOWN_ REASON EVENT (1) [86] :The member of the LACP mode Eth-
Trunk interface went down. (TrunkName=Eth-Trunkl07, PortName=XGigabitEthernet0/0/15, Reason=PortDown) 2019-3-22 15:32:16.998.9+06:00 NMC-NW-H6320 L3SW0O1l 251 0 254
$%01IFPDT/4/IF STATE(l) [85]:Interface XGigabitEthernet0/0/20 has turned into DOWN state. 2019-3-22 15:32:16.998.10+06:00 NMC-NW-H6320 L3SW01 251 0 254
%%01LACP/3/LAG_DOWN REASON EVENT (1) [84]:The member of the LACP mode Eth-Trunk interface went down. (TrunkName=Eth-Trunkl07, PortName=XGigabitEthernet0/0/20,
Reason=PortDown) 2019-3-22 15:32:17.38.1+06:00 NMC-NW-H6320 L3SW01l 251 0 254 %%01IFNET/4/IF STATE(l) [83]:Interface Eth-Trunkl07 has turned into DOWN state. 2019-3-22
15:32:17.978.2+06:00 NMC-NW-H6320 L3SW01l 251 0 254 %%01IFPDT/4/IF STATE(l)[82] Interface XGigabitEthernet0/0/15 has turned into UP state. 2019-3-22
15:32:18.88.2+06:00 NMC-NW-H6320 L3SW01l 251 0 254 $%01IFPDT/4/IF STATE (1) [81]:Interface XGigabitEthernet0/0/20 has turned into UP state. 2019-3-22
15:32:20.108.1+06:00 NMC-NW-H6320 L3SW01l 251 0 254 $%01IFNET/4/IF STATE (1) [80]:Interface Eth-Trunkl0O7 has turned into UP state. 2019-3-22 15:51:36.908.2+06:00 NMC-
NW-H6320 L3SW01l 251 0 254 $%01IFPDT/4/IF STATE (1) [79]:Interface XGigabitEthernet0/0/20 has turned into DOWN state. 2019-3-22 15:51:36.908.3+06:00 NMC-NW-
H6320_L3SW01_ 251 0_ 254 6/01LACP/3/LAG DOWN_REASON_EVENT (1) [78] :The member of the LACP mode Eth-Trunk interface went down. (TrunkName=Eth-Trunk107,
PortName=XGigabitEthernet0/0/20, Reason=PortDown) 2019-3-22 15:51:37.88.2+06:00 NMC-NW-H6320 L3SW01l 251 0 254 %%01IFPDT/4/IF STATE(l)[77]:Interface
XGigabitEthernet0/0/15 has turned into DOWN state. 2019-3-22 15:51:37.88.3+06:00 NMC—NW—H63267L3SW017251767254 %%01LACP/3/LAEiDOWNiREASONiEVENT(1)[76]:The member of
the LACP mode Eth-Trunk interface went down. (TrunkName=Eth-Trunkl07, PortName=XGigabitEthernet0/0/15, Reason=PortDown) 2019-3-22 15:51:37.98.1+06:00 NMC-NW-

H6320 L3SwW01 251 0 254 %%01IFNET/4/IF STATE(l) [75]:Interface Eth-Trunkl07 has turned into DOWN state. 2019-3-22 15:51:37.718.2+06:00 NMC-NW-H6320 L3SWO1l 251 0 254
$%01IFPDT/4/IF STATE(l) [74]:Interface XGigabitEthernet0/0/15 has turned into UP state. 2019-3-22 15:51:37.758.1+06:00 NMC-NW-H6320 L3SW01l 251 0 254
$%01IFNET/4/IF STATE(1l) [73]:Interface Eth-Trunkl07 has turned into UP state. 2019-3-22 15:51:37.828.2+06:00 NMC-NW-H6320 L3SW01 251 0 254
$%01IFPDT/4/IF_STATE (1) [72] :Interface XGigabitEthernet0/0/20 has turned into UP state.
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Our Findings

* Wireshark Report
* Ethernet Analyzer Report

* Cisco TAC Analysis
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Wireshark Report

Cisco_01:e0:94 - Dhaka Cisco_7e:5b:cb - Khulna
DWDM Cloud

Q .
Mirrored Port Te0/0/1/0 - 10.200.200.253 Te0/0/1/0 - 10.200.200.254

Ping from Khulna to Dhaka

Wireshark Capture
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Wireshark Report — Before Switching

M before failover.pcapng X
File Edit View Go Capture Analyze Telephony  Wireless Tools Help
Anm . ® RE RexxZF L5 EQAQAQH
(1 [eth.src == 00:c1:64:01:0:94 [X] ~| Expression...  +
No. Time Source Destination Protocol Length Info
105 46.994721 Cisco_01:e0:94 CDP/VTP/DTP/PAgP/UDLD CDP 251 Device ID: NMC-ASRIK-NATIONWIDE-PE@1 Port ID: TenGigEe/e/1/@
151 107.010746 Cisco_@1:e0:94 CDP/VTP/DTP/PAgP/UDLD CDP 251 Device ID: NMC-ASRIK-NATIONWIDE-PE@1 Port ID: TenGigEe/e/1/@
174 167.026876 Cisco_01:e0:94 CDP/VTP/DTP/PAgP/UDLD CDP 251 Device ID: NMC-ASRIK-NATIONWIDE-PE@1 Port ID: TenGigEe/e/1/@
183 227.042956 Cisco_01:e0:94 CDP/VTP/DTP/PAgP/UDLD CDP 251 Device ID: NMC-ASRIK-NATIONWIDE-PE@1 Port ID: TenGigEe/e/1/@
192 287.061911 Cisco_01:e0:94 CDP/VTP/DTP/PAgP/UDLD CcoP 251 Device ID: NMC-ASR9K-NATIONWIDE-PE@1 Port ID: TenGigE@/e/1/@
206 347.875322 Cisco_01:e0:94 CDP/VTP/DTP/PAgP/UDLD CDP 251 Device ID: NMC-ASRIK-NATIONWIDE-PE@1 Port ID: TenGigE@/@/1/@
218 407.091445 Cisco_01:e0:94 CDP/VTP/DTP/PAgP/UDLD CDP 251 Device ID: NMC-ASR9K-NATIONWIDE-PE@1 Port ID: TenGigE@/@/1/@
236 467.109320 Cisco_01:e0:94 CDP/VTP/DTP/PAgP/UDLD CDP 251 Device ID: NMC-ASRIK-NATIONWIDE-PE@1 Port ID: TenGigE@/@/1/@
268 527.123595 Cisco_01:e0:94 CDP/VTP/DTP/PAgP/UDLD CDP 251 Device ID: NMC-ASRIK-NATIONWIDE-PE@1 Port ID: TenGigE@/@/1/e
281 587.139830 Cisco_01:e0:94 CDP/VTP/DTP/PAgP/UDLD CDP 251 Device ID: NMC-ASRIK-NATIONWIDE-PE@1 Port ID: TenGigE@/@/1/@
290 647.155152 Cisco_01:e0:94 CDP/VTP/DTP/PAgP/UDLD CDP 251 Device ID: NMC-ASRIK-NATIONWIDE-PE@1 Port ID: TenGigE@/@/1/@
299 707.171953 Cisco_01:e0:94 CDP/VTP/DTP/PAgP/UDLD CDP 251 Device ID: NMC-ASRIK-NATIONWIDE-PE@1 Port ID: TenGigE@/@/1/@
320 767.187947 Cisco_01:e0:94 CDP/VTP/DTP/PAgP/UDLD CDP 251 Device ID: NMC-ASRIK-NATIONWIDE-PE@1 Port ID: TenGigE@/@/1/0
335 827.204126 Cisco_01:e0:94 CDP/VTP/DTP/PAgP/UDLD CDP 251 Device ID: NMC-ASRIK-NATIONWIDE-PE@1 Port ID: TenGigE@/@/1/@
Length: 18 A
Sent through Interface: TenGigEe/e/1/@
Vv Addresses . .
Type: Adiresses (Gno0cd) Before switching, we saw that
Number of addresses: 1 . .
10 adiress: 10.200,60.253 Dhaka Cisco router was sending
Vv (apabilities .
Type: Capabilities (ox0004) CDP messages to Khulna Neighbor
Length: 8
Capabilities: @x00000001
Software Version
Vv Platform: cisco ASR9K Series
Type: Platform (0x0006)
Length: 22
Platform: cisco ASR9K Series
Vv Native VLAN: @ | V]|
00 04 00 03 00 00 . [DUDPRRIN...... A
060 @@ @1 @@ @5 @8 Sb 43 69 73 63 6f 20 49 4f 53 20 ..... [Ci sco IO0S v

O 7 Textitem (text), 9 bytes

Packets: 341 * Displayed: 14 (4.1%) * Load time: 0:0.10

‘ ‘ Profile: Default




Wireshark Report — After Switching

A after failover.pcapng

File Edit View Go

A n @®

Capture  Analyze

RE Qes=F

Statistics

Telephony  Wireless Tools Help

SEIEQQQH

- ] X

(1 [eth.src == 00:c1:64:01:¢0:94

X]

v ] Expression... +

No. Time

28 34.
29 41.
30 48.
31 49.
32 49.
33 49.
34 50.
35 51.

58 1085.6466087

290034
879528
825235
294588
294590
764395
295517
296517

Source

Cisco_@1
Cisco_01
Cisco_01
Cisco_@1
Cisco_01

Cisco_@1:

Cisco_@1
Cisco_@1
Cisco_01

1ed:
ea:
1e@:
1e@:
1e@:
e0:
1ed:
1e@:
1e@:

94
94
94
94
94
94
94
94
94

Destination

Broadcast
CDP/VTP/DTP/PAgP/UDLD
Broadcast
CDP/VTP/DTP/PAgP/UDLD
Broadcast

Broadcast
CDP/VTP/DTP/PAgP/UDLD
CDP/VTP/DTP/PAgP/UDLD
CDP/VTP/DTP/PAgP/UDLD

Protocol
ARP
CcDbpP
ARP
CcbpP
ARP
ARP
CcpP
CcbP
CcopP

Length Info
60 Who has 10.200.200.254? Tell 10.200.200.253

251 Device ID: NMC-ASRIK-NATIONWIDE-PE@L Port ID:

60 Who has 10.200.200.254? Tell 10.200.200.253

251 Device ID: NMC-ASR9K-NATIONWIDE-PE@1 Port ID:

6@ Gratuitous ARP for 10.200.200.253 (Reply)
60 Who has 10.200.200.254? Tell 10.200.200.253

251 Device ID: NMC-ASR9K-NATIONWIDE-PE@L Port ID:
251 Device ID: NMC-ASRIK-NATIONWIDE-PE@1 Port ID:
251 Device ID: NMC-ASRIK-NATIONWIDE-PE@1 Port ID:

Frame 33: 6@ bytes on wire (480 bits), 6@ bytes captured (480 bits) on interface @
Ethernet II, Src: Cisco_01:e0:94 (00:c1:64:01:e0:94), Dst: Broadcast (ff:ff:ff:ff:ff:ff)

Vv Address Resolution Protocol (request)
Hardware type: Ethernet (1)
Protocol type: IPv4 (@x@300)
Hardware size: 6
Protocol size: 4
Opcode: request (1)
Sender MAC address: Cisco_01:e0:94 (00:c1:64:01:e0:94)
Sender IP address: 10.200.200.253
Target MAC address: 90:00:00_00:00:00 (00:00:00:00:00:00)
Target IP address: 10.200.200.254

TenGigEe/e/1/e
TenGigEe/e/1/e
TenGigEe/e/1/e

TenGigEe/e/1/e
TenGigEe/e/1/@

After switching, we saw that
Dhaka Cisco Router lost ARP of its

Khulna Neighbor

0020 [ R RN, @a c8 c8 fe 00 00 00 00 00 00 |PUPPN.. ........
00 00 00 00 00 00 00 00 00 00 00 00

(O 7 Target MAC address (arp.dst.hw_mac), 6 bytes

Packets: 65 * Displayed: 9 (13.8%) * Load time: 0:0.4

Profile: Default




Wireshark Report — After Switching

M Aster Failover_Test.pcapng - X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
PG REB es=TsEEaaan
(1 [ip.src == 10.200.200.254 ~| Expression...  +
No. Time Source Destination Protocol  Length Info A
1 0.000000 10.200.200.254 10.200.200.253 ICMP 114 Echo (ping) request 1id=@xd152, seq=0/@, ttl=255 (no response found!)
2 0.006699 10.200.200.254 10.200.200.253 ICMP 114 Echo (ping) request 1id=@xd152, seq=1/256, ttl=255 (no response found!)
3 0.013390 10.200.200.254 10.200.200.253 ICMP 114 Echo (ping) request 1id=@xd152, seq=2/512, ttl=255 (no response found!)
4 0.018105 10.200.200.254 10.200.200.253 ICMP 114 Echo (ping) request id=0xd152, seq=3/768, ttl=255 (no response found!)
5 0.0824930 10.200.200.254 10.200.200.253 ICMP 114 Echo (ping) request 1id=8xd152, seq=4/1024, ttl=255 (no response found!)
6 0.831937 10.200.200.254 10.200.200.253 ICMP 114 Echo (ping) request 1id=@xd152, seq=5/128@, ttl=255 (no response found!)
7 0.033934 10.200.200.254 10.200.200.253 ICMP 114 Echo (ping) request 1id=@xd152, seq=6/1536, ttl=255 (no response found!)
8 0.845521 10.200.200.254 10.200.200.253 ICMP 114 Echo (ping) request 1id=@xd152, seq=7/1792, ttl=255 (no response found!)
9 0.852331 10.200.200.254 10.200.200.253 ICMP 114 Echo (ping) request 1id=@xd152, seq=8/2048, ttl=255 (no response found!)
10 0.059242 10.200.200.254 10.200.200.253 ICMP 114 Echo (ping) request 1id=@xd152, seq=9/23@4, ttl=255 (no response found!)
32 87.642531 10.200.200.254 10.200.200.253 ICMP 114 Echo (ping) request id=0xel52, seq=0/@, ttl=255 (no response found!)
33 87.649583 10.200.200.254 10.200.200.253 ICMP 114 Echo (ping) request id=@xel52, seq=1/256, ttl=255 (no response found!)
34 87.654205 10.200.200.254 10.200.200.253 ICMP 114 Echo (ping) request id=@xel52, seq=2/512, ttl=255 (no response found!)
35 87.674503 10.200.200.254 10.200.200.253 ICMP 114 Echo (ping) request id=@xe
36 87.674505 10.200.200.254 10.200.200.253 ICMP 114 Echo (ping) request id=@xe
Destination: Cisco_@1:e0:94 (@0:c1:64:01:20:94)
Source: Cisco_7e:5b:cb (@8:96:ad:7e:5b:cb)
Type: IPv4 (@x0808) Af : h H I h :
Vv Internet Protocol Version 4, Src: 10.200.200.254, Dst: 10.200.200.253 ter SWItC Ing) a SO t e plng
0100 .... = Version: 4
. 8101 = Header Length: 20 bytes (5) from Khulna to Dhaka was
Differentiated Services Field: @x@@ (DSCP: CS@, ECN: Not-ECT)
Total Length: 100 1 d & 1
Identification: ©x20e00 (@) Interrupte Vlce Ve rsa
Flags: @xee
Fragment offset: @
Time to live: 255
Protocol: ICMP (1)
Header checksum: @x14@d [validation disabled]
[Header checksum status: Unverified]
Source: 10.200.200.254
0000 RS NENONSKY 8 96 ad 7e 5b cb 08 00 45 60 JRPN.. .~[...E. A
2010 @0 64 00 00 @0 o0 ff @1 14 @d @a c8 c8 fe @a c8 B v

(O 7 Destination Hardware Address (eth.dst), 6 bytes Packets: 68 - Displayed: 30 (44.1%) * Load time: 0:0.2

Profile: Default




Analyzer Report

NMC Analyzer connected 5-13-12 (Switching Time: 29.89 ms)

b But analyzer showed that lambda
hE was switched from Dhaka end in
ClTest View Reports Tools Help & »El10GIGE |

Ihociss . Mossaacs 'iﬁezdg":kﬁgee e G 23.89ms

m Payload J JConnect l

| Jumbo $ |las00 |

Frame Si2s

Sammary I"summary - l Status = ] :['Ethernet
‘EHX Fause Length (ms] ==

I =yne Loss Seconds Frame Rate [
lLocal Faut Seconds Frame Size [+ e
|Rx Mbps, Cur L1 9,9948.0
Code “iolatons &l | Px Mbps, Cur L2 9,078.2 CSA'\;‘ '
Uabbers il | T Mbps, Cur L1 0,009.6 SO WP! "-é
\ lErrored Frames il T Wbps, Cur L2 9,978.8
Local Fault De ost Frames 3,815 szound Trip Delay (us) F
li-nn-'vj Fault Detect WS oe g pias - iPacket itrer (US) (%] Enh_ﬂnced
e Errored Blocks (PCS) 8 vLANID  Unavalable e
lBlock Zyne Losses (PL5S) = VAN User Priority Unavallahle A
SVLANID, PRI, DEI Unavailable|
|Sve Dis b us! £a8a0.,57 3
,;‘:}v(, Disruption [us) 989057 | Toolkit
s> | & | & | o
{ Laser Actions 1 Errars Faults ‘
4ﬁgfﬁc b ’ |_.oop Loap LB Pause Frame || Reset Service
Started Lip Down = Insert | Disruption Test

Fiber (@ Home



Analyzer Report

Khulna Analyzer connected 1-12-6 (Switching Time: 12.75 ms)

VP mits5600-92dddb:0

[ Select _ % r
Test J +

Payload l
= Taffic  + [jumbo 29600
T TetMede | fomeSim 3

P Funning Im:10s Ethernet

Level {dBm) 4.7
Freg Dev (ppm) 01

But analyzer showed that lambda
was switched from Khulna end in

12.75ms

LBIWLI M I J-Connect

 Summary 2 | status

3| [Ethemet

( Summary

ALL SUMMARY
RESULTS
OK

l:o |
aser | Actions
- W |
. i ] ] , Reset Service | Decouple 3
¢ Disruption Test Teand Ry

Reports Tools View Help IS

Max Average
Peak
Instantaneous
VIAN ID
VLAN User Pnority
SVLAN1 1D, PRI, DEI
Pracedng SVLANS (=
SVLAN2 ID, PRI, DEI
SVLANS ID, PRI, DEl
SVLAN4 1D, PRI, DEI
SVLANS 1D, PRI, DEI
SVLANG 1D, PRI, DE!
SVLANT 1D, PRI, DE!
Sve Disruption {us)

Cex il el ®
Service Dtsuptoonl Eors  Faults  DAM

0
Unavailable

Unavailable i :
Unavailsble E

S
-'..ompm‘

Unavailable
Unavalable
Unavailable &
Unavallable Fatarend
Unavallzble REC2544
Unavailable

12757.63 M

QuichCreck
footut

e
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Big Confusion :

Wireshark report shows Analyzer report shows there
there is an interruption is no interruption
during switching
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Cisco TAC

. Apr 10 14:39:14.876 gether/1/main 0/0/CPUO t4 ETH_TRACE: ethernet_link_event_handler: Interface Te0/0/1/0 (0x000000c0), hw event
link down <<<<<< Link flapped on the DWDM end, after which ethernet trace is informing router that HW link is down.

. Apr 10 14:39:14.876 gether/1/main 0/0/CPUO t4 ETH_IM: ethernet_im_hw_event_handler: Interface Te0/0/1/0 (0x000000c0), state down

. Apr 10 14:39:14.876 gether/1/main 0/0/CPUO t4 ETH_EVENTS: FSM event (1, 0, None): HW link state (DOWN): [ admin:UP client admin:UP
client admin tx: UP port:ENABLED port tx:ENABLED hw link:UP <<<<<< Ethernet event is not tearing down the Link. Physical link is still UP.

. Apr 10 14:39:14.876 gether/1/main 0/0/CPUO t4 ETH_EVENTS: FSM action: Carrier delay timer started for Te0/0/1/0 (0x000000c0), sec=1,
nsec=500000000 <<<<<< Carrier delay timer started

. Apr 10 14:39:14.876 gether/1/main 0/0/CPUO t4 ETH_EVENTS: FSM event processed for (1, 0, None): HW link state (no IM state update): |
admin:UP client admin:UP client admin tx: UP port:ENABLED port tx:ENABLED hw link:UP <<<<< Physical link is still up.

. Apr 10 14:39:14.876 gether/1/main 0/0/CPUO t4 ETH_INFO: ethernet_link_event_handler: Interface Te0/0/1/0 (0x000000c0), hw event link
down, retval Success

. Apr 10 14:39:16.377 gether/1/fast 0/0/CPUO t11 ETH_TRACE: Ethernet timer handler invoked <<<<<<< Carrier delay timer expired after
1500msec

. Apr 10 14:39:16.377 gether/1/main 0/0/CPUO t11 ETH_EVENTS: FSM event (1, 0, None): Cardelay timer (DOWN): [ admin:UP client
admin:UP client admin tx: UP port:ENABLED port tx:ENABLED hw link:UP

. Apr 10 14:39:16.377 gether/1/main 0/0/CPUO t11 ETH_EVENTS: FSM action: PFI protect down for Te0/0/1/0 (0x000000c0)

. Apr 10 14:39:16.377 gether/1/main 0/0/CPUO t11 ETH_EVENTS: FSM action: Carrier delay timer stopped for Te0/0/1/0 (0x000000c0)

. Apr 10 14:39:16.377 gether/1/main 0/0/CPUO t11 ETH_EVENTS: FSM action: state pulse to owner thread for Te0/0/1/0 (0x000000c0), state
down immediate

. Apr 10 14:39:16.377 gether/1/main 0/0/CPUO t11 ETH_EVENTS: FSM event processed for (1, 0, None): Cardelay timer (no IM state update): [
admin:UP client admin:UP client admin tx: UP port:ENABLED port tx:ENABLED hw link:DOWN<<<<< Physical link teared down after carrier
delay timer expired

. Apr 10 14:39:16.377 gether/1/main 0/0/CPUO t12 ETH_EVENTS: FSM event (1, 0, None): State pulse (DOWN): [ admin:UP client admin:UP
client admin tx: UP port:ENABLED port tx:ENABLED hw link:DOWN

. Apr 10 14:39:16.377 gether/1/main 0/0/CPUO t12 ETH_EVENTS: FSM event processed for (1, 0, None): State pulse (update IM with down
immediate): [ admin:UP client admin:UP client admin tx: UP port:ENABLED port tx:ENABLED hw link:DOWN
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Cisco TAC

. Apr 10 14:39:16.378 gether/1/main 0/0/CPUO t12 ETH_EVENTS: FSM action: IM state update for Te0/0/1/0 (0x000000c0), state down
immediate

. Apr 10 14:39:16.382 gether/1/fast 0/0/CPUO t12 ETH_INFO: Processed attribute Mcast address set request on Te0/0/1/0 (0x000000c0)
. Apr 10 14:39:16.382 gether/1/fast 0/0/CPUO t12 ETH_INFO: Processed attribute Mcast address set request on Te0/0/1/0 (0x000000c0)

. Apr 10 14:39:17.933 gether/1/main 0/0/CPUO t4 ETH_TRACE: ethernet_link_event_handler: Interface Te0/0/1/0 (0x000000c0), hw event
link up <<<< Physical Link came back up again

. Apr 10 14:39:17.933 gether/1/main 0/0/CPUO t4 ETH_IM: ethernet_im_hw_event_handler: Interface Te0/0/1/0 (0x000000c0), state up

. Apr 10 14:39:17.933 gether/1/main 0/0/CPUO t4 ETH_EVENTS: FSM event (1, 0, None): HW link state (UP): [ admin:UP client admin:UP
client admin tx: UP port:ENABLED port tx:ENABLED hw link:DOWN

. Apr 10 14:39:17.933 gether/1/main 0/0/CPUO t4 ETH_EVENTS: FSM action: Carrier delay timer started for Te0/0/1/0 (0x000000c0), sec=1,
nsec=500000000 <<<<<<< Carrier delay timer started again and will wait for 1500msec before bringing the physical interface up.

. Apr 10 14:39:17.933 gether/1/main 0/0/CPUO t4 ETH_EVENTS: FSM event processed for (1, 0, None): HW link state (no IM state update): |
admin:UP client admin:UP client admin tx: UP port:ENABLED port tx:ENABLED hw link:DOWN

. Apr 10 14:39:17.933 gether/1/main 0/0/CPUO t4 ETH_INFO: ethernet_link_event_handler: Interface Te0/0/1/0 (0x000000c0), hw event link
up, retval Success

. Apr 10 14:39:19.434 gether/1/fast 0/0/CPUO t11 ETH_TRACE: Ethernet timer handler invoked

. Apr 10 14:39:19.434 gether/1/main 0/0/CPUO t11 ETH_EVENTS: FSM event (1, 0, None): Cardelay timer (UP): [ admin:UP client admin:UP
client admin tx: UP port:ENABLED port tx:ENABLED hw link:DOWN <<<<< Carrier delay timer expired exactly after 1500msec

. Apr 10 14:39:19.434 gether/1/main 0/0/CPUO t11 ETH_EVENTS: FSM action: Carrier delay timer stopped for Te0/0/1/0 (0x000000c0)

. Apr 10 14:39:19.434 gether/1/main 0/0/CPUO t11 ETH_EVENTS: FSM action: state pulse to owner thread for Te0/0/1/0 (0x000000c0), state
up

. Apr 10 14:39:19.434 gether/1/main 0/0/CPUO t11 ETH_EVENTS: FSM event processed for (1, 0, None): Cardelay timer (no IM state update): [
admin:UP client admin:UP client admin tx: UP port:ENABLED port tx:ENABLED hw link:UP <<<<< Physical interface came back up

. Apr 10 14:39:19.434 gether/1/main 0/0/CPUO t12 ETH_EVENTS: FSM event (1, 0, None): State pulse (UP): [ admin:UP client admin:UP client
admin tx: UP port:ENABLED port tx:ENABLED hw link:UP

. Apr 10 14:39:19.434 gether/1/main 0/0/CPUO t12 ETH_EVENTS: FSM event processed for (1, 0, None): State pulse (update IM with up): [

admin:UP client admin:UP client admin tx: UP port:ENABLED port tx:ENABLED hw link:UP
Fiber (@ Home



Cisco TAC

* Apr10 14:39:14.876 gether/1/main 0/0/CPUO t4 ETH_TRACE:
ethernet_link_event_handler: Interface Te0/0/1/0 (0x000000c0), hw event link

down <<<<<< Link flapped on the DWDM end, after which ethernet trace
is informing router that HW link is down.

 Apr10 14:39:17.933 gether/1/main 0/0/CPUO t4 ETH_TRACE:
ethernet_link_event_handler: Interface Te0/0/1/0 (0x000000c0), hw event link
up <<<< Link came back up again

* As a workaround, increase the carrier-delay timer anything above 3056msec.
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Initial Findings

* Ethernet Interface Carrier Delay value was changed
— For Router interfaces, it was changed to 4000ms
— For Switch interfaces, it was changed to 2000ms

e Chromatic Dispersion Search Value in Lambda Cards was reduced
— Previous CD Value : -280,000 ps/nm to +280,000 ps/nm
— After Change CD Value : -2,000 ps/nm to +40,000 ps/nm
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Initial Findings

il

| 005-014.02 102L.200G-1 [34]:194.450 THz Line Traffic Configuration @@a
| Optical Channel | OTu4 | oDU4 |

Operational state: Enabled

Modulation format: 100G QPSK

Encoding type: Non-differential

Laser State Configuration... |
Sink Source
Supenvision mode: |Enabled  ~
Received signal input BER: |1.4E-7 Transmitter parameters
Required output power: 20 | dBm [-2.0 ... 4.5]

Input power Current output power: 1.9 |dBm
Optical input power: -13.1 |dBm
Power thresholds
Rx input power too low: | -20.0 | dBm
Rx input power too high: | 5.0 |dBm
QPSK
CD: \ 7504 | ps/inm
DGD: \ 1.0 ps i
Estimated OSNR: | 17.9 dB
Chromatic dispersion search low: | -2000 | psinm [-280000 ... -1000]
Chromatic dispersion search high: | 40000 | ps/nm [1000 ... 280000]

@ | Discarachanges | | update | Aoply | | close

7 N\
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Observation : Switch Topology

Infinera DWDM Cloud is connected from Switch to Switch for 10GE Circuit:

ier Del Carrier Delay
Carvier Desay 2000ms at Switch
2000ms at Switch Port
Port
Router Switch Switch Router

Infinera DWDM Cloud

Output : No physical or Logical Flap Observed, only 2/3 ping loss
during switching. Carrier delay value lower than 1000ms shows
physical link flap.

e
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Observation : Router Topology

Infinera DWDM Cloud is connected from Router to Router for 10GE Circuit:

Carrier Delay Carrier Delay
4000ms at Router 4000ms at Router
Port Port

Router Switch Infinera DWDM Cloud Switch Router

Output : No physical or Logical Flap Observed, only 2/3 ping loss
during switching. Carrier delay value lower than 3000ms shows

physical link flap.
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Observation : Mixed Topology

Infinera DWDM Cloud is connected from Switch to Router for 10GE Circuit:

e Carrier Delay
rier el a_y 4000ms at Router
4000ms at Switch Port
Port
Router Switch Router

Infinera DWDM Cloud

Output : No physical or Logical Flap Observed, only 2/3 ping loss
during switching. Carrier delay value lower than 3000ms shows

physical link flap.
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Final Findings

* Analyzer was showing that the switching was done below 50ms
* Vendor got cleared with that
* Routers were seeing that carrier was going down

* So we worked with carrier delay and squeeze the time duration
required for DWDM system to find the new path by reducing CD
searching parameter
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Operational Challenges

 Completely dependent on Optical Parameters

* Absence of real time latency check from DWDM layer
e Path selection is dynamic, so latency may vary

* |f low latency is maintained, paths might have to be ignored
e Optical infrastructure has to be fine tuned all the time
* Different vendor DWDM handshaking is difficult

e Limitation on different feature due to licensing issue

* Theoretical standards are not followed all the time

* |f one span is effected, numbers of 100G gets effected
e Difficult to integrate open source software

* Vendor dependency exists
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Resiliency — 18t May 2019
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Performance

KHULNA-DHAKA L3 SERVICES IMPACT

B Fiber Break M Impact-Long Impact-Short W

o
<
~
~N
~
o, — ~ - o
S N ] N ~
i
-
e -
0000 o ()
n
- - i - -
| - [ - -

7/1/18 8/1/18 9/1/18 10/1/18 11/1/18 12/1/18 1/1/19 2/1/19 3/1/19 4/1/19

BOGURA NMC L3 SERVICES IMPACT

n
~
-
3 ~
) )
- - N
in 9 =
=
S
o o
=1 =1
~N S
o0 N men ~ 5 ~
I\-| — I‘-c - -
| - N
1

7/1/18 8/1/18 9/1/18 10/1/18 11/1/18 12/1/18 1/1/19 2/1/19 3/1/19 4/1/19

M Fiber Break M Impact-Long Impact-Short

. FEE



Acronyms

* WDM - Wavelength division multiplexing WDM

e CWDM - Coarse Wavelength division multiplexing

* DWDM - Dense Wavelength division multiplexing

e Mux/Demux - Multiplexer & demultiplexer

e OADM - Optical add-drop multiplexer

 ROADM - Reconfigurable optical add/drop multiplexer
 OTN - Optical transport network

e QOTU - Optical transport unit
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Query ?

Thanks
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