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A route is not bad unless proven guilty

• How to prove it? – By validating
• How can we validate? – Cross-match with VRPs
• What makes the VRPs? – ROAs
• How to collect all the ROAs? – Resource PKI (RPKI)
• Who does what?

– Resource holders create ROA
– Network operators do ROV 
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RPKI is about 2 things: ROA and ROV

Signing prefixes
a.k.a. creating ROAs
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Validating ROAs
a.k.a doing ROV
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What Makes a Route RPKI Invalid?
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RPKI Deployment Status
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RPKI ROA Adoption

Source: https://observatory.manrs.org/

#SANOG37 6

0

10

20

30

40

50

60

70

80

90

100

Ju
l-1

9

Sep
-19

Nov
-19

Ja
n-2

0

Mar-
20

May
-20

Ju
l-2

0

Sep
-20

Nov
-20

Ja
n-2

1

Mar-
21

May
-21

%
 o

f B
G

P 
An

no
un

ce
m

en
ts

RPKI valid BGP Prefixes per Country

AF BD BT IN MV NP LK PK

0

10

20

30

40

50

60

70

80

90

100

Ju
l-1

9

Sep
-19

Nov
-19

Ja
n-2

0

Mar-
20

May
-20

Ju
l-2

0

Sep
-20

Nov
-20

Ja
n-2

1

Mar-
21

May
-21

%
 o

f B
G

P 
An

no
un

ce
m

en
ts

RPKI Status of South Asian BGP Prefixes

Valid Not Found Invalid



RPKI Validation

https://stats.labs.apnic.net/rpki/XT
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RPKI Invalid Types
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Source: https://rpki.anuragbhatia.com/ (last updated on 30-Jun-2021)
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Top Contributors of RPKI Invalids
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Source: https://rpki.anuragbhatia.com/ (last updated on 30-Jun-2021)
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What Goes Wrong?
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Routing Incidents

Source: https://observatory.manrs.org/
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Remember, Many Operators Drop Invalids
– Telia
– NTT
– Cogent
– HE 
– Cloudflare
– Netflix
– AMS-IX
– DE-CIX 
– and many more
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Caution:
Your RPKI invalid routes won’t
pass these networks i.e. many 
contents may not be accessible 
with RPKI invalid source IPs.
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