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IPv6 in WorldLink

Testing Started: May 2016

Went Live : July 2019

Implementation Type: Dual Stack  with Stateful DHCPv6 [CPE-BNG], Stateless [CPE-Devices]

Result: Major Contributor for the  IPv6 uptake in Nepal
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KEYPOINTS: 

1. Understanding  the FLOW [ SARR | RENEW-REPLY | REBIND-FAILURE]

2. RFC implementations across CPE and BNG

3. Enabling Multicast Control 

4. Turning off DHCPv6 Snooping Options.
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1. Understanding the flow

CPE-BNG SYMBOLIC TOPOLOGY
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SOLICIT XID 0x4122a0 (1) ADVERTISE XID 0x4122a0 (2)
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REQUEST XID 0x5533b0 (3) REPLY XID 0x5533b0 (4)
IPv6-Address: CIDR / 128
IPv6-PD : CIDR / 64

CPE-BNG STATEFUL DHCPv6 FLOW

1. Understanding the flow

[Stateless]

[Statefull]
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1. Understanding The Flow [UTF]

Message Types: 
SOLICIT 
ADVERTISE
REQUEST
REPLY 

REQUEST WITH ORO  ONLY 
SOLICIT WITH ORO ONLY 

RENEW WITH IA_NA +ORO 
RENEW WITH IA_PD + ORO

REBIND WITH IA_NA + ORO 
REBIND WITH IA_PD + ORO 

RELEASE 
ORO [Option Request Options]
Option 24 (DNS Search List)
Option 23 (DNS Servers)
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1. UTF - SARR

Identity Association (IA) : Collection of addresses 
assigned to a client. 
Identity Association for Non-temporary Address 
(IA_NA): Assigned for WAN Interface of CPE. 
Identity Association for Prefix Delegation (IA_PD): 
Assigned for LAN interface of CPE.
Option 24 : Domain Name Search List 
Option 23 : DNS V6 Server Address 
DUID [DHCP Unique Identifier used to identify a client]

SARR (4 WAY Exchange) SR (2-WAY RAPID COMMIT) 
Clients listen on UDP [546].
Servers listen on UDP [547].
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11:00:00 AM

11:10:00 AM

1. UTF - [RENEW-REPLY]
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1. UTF - [RENEW-REBIND-FAILURE]
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1. UTF - [WHY Multiple XIDs in SOLICIT Messages?]

1. Why multiple XIDs in SOLICIT Messages?
2. Can’t DHCPv6 go with single XID retransmistted in SOLICIT messages to avoid any further complications?

To track the transaction of each different IA Options [IA_NA | IA_PD, ORO-23 , ORO-24 and etc] separately.
Multiple XIDs give granular control over different IA Options but when DHCPv6 servers are not configured accordingly or
don’t have such capabilities to configure in running environment, multiple XIDs can pileup and if there is no mechanism to
reinitiate them, this can hit very badly at the control plane of DHCPv6 server.

REAL CASE: 116 solicits in 1 Minute from a single CPE, imagine for just 10% of 80K subscribers in a BNG. [8000 * (116 /60) =
15,467 SOLICIT Per Second. With such numbers, your BNG’s DHCPv6 SOLICIT violation is never going to clear.
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1. UTF - [RFC 8415 – talks about multiple DHCPv6 servers]
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1. UTF - [RFC 8415 – talks about SOLICIT with ORO ]
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1. UTF - [Triggers for  Multiple XIDs in SOLICIT Messages?]

SOLICIT with different XIDs are generated after the REBIND Failure. [When ONT’s lease fails to get renewed.]

Illustration: XID1 is for existing IA_NA REBIND Failure and XID2 for IA_PD REBIND FAILURE.

Note: Unless BNG is capable of handling multiple SOLICIT XIDs, this behavior from CPE can be taxing to BNG. CPE must stop older processes
after REBIND failure and generate and retransmit the same XID for SOLICIT until SARR gets completed.
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1. UTF - [Triggers for Multiple XIDs in SOLICIT Messages?]

After 10 REQUEST with ORO, now SOLICIT with ORO only with new XID will populate.

CPE Vendor clarification: SOLICIT with ORO are genuine messages in RFC 8415.
BNG Vendor question: What is the real significance of SOLICIT with ORO only packets?
CPE Vendor clarification: To comply with the RFC. ORO-23 and ORO-24 are mandatory to pass IPv6 BBF compliance.
ORO-23 is DNSv6 server address list. ORO-24 is Domain Name SearchList (eg: abc.com.np)
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1. UTF - [Triggers for Multiple XIDs in SOLICIT Messages?]

Further consequennces [Multiple SOLICIT XIDs, one got SARR, another SA, and ONT started sending REQEUST with ORO.

BNG Vendor clarification |Question : BNG is deliberately sending ORO-23 and ORO-24 in explicit REPLY messages.
Verification at cat /etc/resolv.conf shows it. REPLY message has ORO-24 Packet, still why CPE is asking it again and again ?
CPE Vendor question: The EXPLICIT ORO-ONLY REQUEST and SOLICITs are not replied ? That’s why. It’s due to multiple states
maintained at CPE for Multiple IA-Options. [Finding: Multiple States of IA Options and Explicit ORO aren’t required].
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1. UTF - [Impact of Multiple SOLICIT XIDs with DBOR in both IPv4 and IPv6]

If you haven’t configured Delete Binding On Renegotiation [DBOR] for DHCPv6, your client will still have IPv6 session amidst
these. But at BNG’s control plane, DDOS Protection stats against SOLICIT will start spiking.
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1. UTF - [Impact of Multiple SOLICIT XIDs with DBOR in both IPv4 and IPv6]

If DBOR is there for DHCPv6 – with repeated SOLICIT, BNG will tear down the existing whole session [IPv4 + IPv6], create a
new one. Amidst these, the CPE will be reported with DHCPv6 REPLY packets with Status Code: NoAddressAvail (2) &
NoPrefixAvail (6) from BNG whereas no information will be passed in DHCPv4. And after this, customer will start having the
issues as BNG has newer session and CPE has older session.
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1. UTF - [Impact of Multiple SOLICIT XIDs with DBOR in both IPv4 and IPv6]

Status Code: 13 – NoAddrAvail(2)
Status Code: 13 – NoPrefixAvail(6)
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1. UTF - [Impact of Multiple SOLICIT XIDs with DBOR in both IPv4 and IPv6]

Status Code: 13 – NoAddrAvail(2)
Status Code: 13 – NoPrefixAvail(6) And it keeps on looping until CPE faces power cut or fiber cut.
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1. UTF - [Impact of Multiple SOLICIT XIDs with DBOR in both IPv4 and IPv6]

Q. While this was going on, what was the impact at the control plane of BNG ?

Q. How was IPv6 connectivity at users who went into the state of Multiple SOLICIT XIDs ?

No IPv6 at all.

Spike in MAMS card for IPv4 NAT Traffic.

Call center flooded with slower facebook, youtube, google services complaints.

Q. Observations against different location resolving the issues?

NEW Router replacement with older router as immediate fix. [It fixed those customers as is in older RFC 3315].

Q. Quick fixes or workarounds.

Rebooted problematic CPEs sending higher number of SOLICIT XIDs.
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KEYPOINTS: 

1. Understanding  the FLOW [ SARR | RENEW-REPLY | REBIND-FAILURE]

2. RFC implementations across CPE and BNG

3. Enabling Multicast Control 

4. Turning off DHCPv6 Snooping Options.
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2. RFC Implementations across CPE and BNG 

CPE can continue to request additional IAs , ORO parameters with explicit SOLICIT in RFC 8415.
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2. RFC Implementations across CPE and BNG 

CPE can continue to request additional IAs , ORO parameters with explicit SOLICIT in RFC 8415.

But what if BNG is configured with DBOR [delete-binding-on-renegotiation] settings?
https://www.juniper.net/documentation/us/en/software/junos/subscriber-mgmt-
sessions/topics/ref/statement/delete-binding-on-renegotiation-edit-dhcp.html

If DBOR is explicitly enabled in DHCPv6, most likely with SOLICIT ORO only packets, existing DHCPv6
binding will get cleared up and new session will get established without informing the CPE. Now imagine,
what will happen to the client for next T1 interval & This continues with every new SOLICIT XIDs.

https://www.juniper.net/documentation/us/en/software/junos/subscriber-mgmt-sessions/topics/ref/statement/delete-binding-on-renegotiation-edit-dhcp.html
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2. RFC Implementations across CPE and BNG

CPE complying to new RFC 8415 can maintain separate state machine for IA_NA and IA_PD Options. In
addition, they can request the Option Request Options [ORO] in separate SOLICIT XIDs.

If we opt for Multiple Exchanges of IA Options in CPE, it is very much need in BNG side as well.
Adverse situations like Session Teardown [with delete-binding-on-renegotiation enabled] , V4|V6 Address
Mismatch in CPE & BNG, Repeated longer DDOS violations for DHCPv6 are most likely to happen with differing
RFC implementations.

So what are the recommendations?
Both CPE as well BNG should have same implementation on RFC 8415 or the Single Exchange for Multiple IA
Options.
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2. RFC Implementations across CPE and BNG
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2. RFC Implementations across CPE and BNG

Q: Which option is best suited for implementation?
You may opt for Clause : 3 but it is still not failproof.

In this context, compliance between CPE and BNG is a
very crucial point. You may need to customize CPE’s
behavior as per your BNG’s capabilities or vice-versa
whichever is quicker to implement.
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2. RFC Implementations across CPE and BNG

Q. Why you need DBOR for both DHCPv4 and DHCPv6 together at BNG? 

Delete-Binding-On-Renegotiation [DBOR] is a vendor proprietary implementation and before going for it you 
really need to brainstorm for what purposes  you need it in specific protocols. 

Because with lack of proper keepalive mechanism in entire dual stack IPoE, persistent DHCP at least for the 
leasetime duration is the key-essence for maintaining subscribers’ sessions. 

Q. What impact DBOR can have in DHCPv4 ? 

Mostly in DHCPv4, CPE may not send another DISCOVER if it has a bounded session with BNG. Even in discovery 
stage, a standard CPE’s DISCOVER XID gets changed after each three attempts in subsequent attempts[2 + 4 + 7 or 
2 + 4 + 13 seconds]. That is why only for DHCPv4, DBOR won’t create much issues threoritically.  

But with different CPEs, different implementations are likely to be found so proper analysis is always required.
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Recommendations: 

CPE END
# Suppression of ORO Only SOLICIT and REQUEST Messages. 
# Single State Machine for IA_NA + IA_PD + ORO. 

# Single Exchange of Messages for Multiple IA Options in SOLICIT. 
# Single Exchange of Messages for Multiple IA Options in RENEW. 
# Single Exchange of Messages for Multiple IA Options in REBIND.

# AFTER RENEW-REBIND Failure, V6Stack should terminate existing SOLICIT XID processes. 
# SOLICIT with new XID must be retransmitted further after REBIND Failure.
# Proper Status Code for Immediate Stack Reset of CPE. [NoBinding instead of NoAddressAvail | NoPrefixAvail]

BNG End
# Enabling Option24 ORO Parameters in BNG if supported. 
# Keeping same leasetimer in IA_NA and IA_PD explicitly. 
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KEYPOINTS: 

1. Understanding  the FLOW [ SARR | RENEW-REPLY | REBIND-FAILURE]

2. RFC implementations across CPE and BNG

3. Enabling Multicast Control 

4. Turning off DHCPv6 Snooping Options.



ALPINE SKI HOUSE

3. Enabling Multicast Controls 

Different vendors have different knob for multicast enabling. 
As DHCPv6 runs on Multicast, it is mandatory to enable Multicast control. 

Any multicast MAC [33:33:00:01:XX:XX to 33:33:FF:FF:FF:FF] filter applied into respective ports of switches 
where DHCPv6 will run must be turned off. 

Vendor specific VLAN level multicast control must be enabled in OLTs. 

Multicast Listener Discovery must be enabled at switches. 

Specific Multicast storm-control limit should be turned off in trunk ports in switches.
Some vendors have specific way of limiting multicast at certain pps, need to take care of that as well. 
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KEYPOINTS: 

1. Understanding  the FLOW [ SARR | RENEW-REPLY | REBIND-FAILURE]

2. RFC implementations across CPE and BNG

3. Enabling Multicast Control 

4. Turning off DHCPv6 Snooping Options.



ALPINE SKI HOUSE

4. Turning off DHCPv6 snooping options

For easier troubleshooting of CPEs, you may enable snooping for DHCPv4 as well DHCPv6 at vlan level of OLTs. 
Though this is good for troubleshooting aspects but in production networks, where 5K, 8K subscribers are 
running at OLTs, repetitive fiber flappings , mass-power cuts restoration will overwrite V4 and V6 snooped 
address table entries so rigorously at significant rates. Limitations imposed in storing DHCP entries for a CPE 
and the functional aspect of this function will eventually becomes a real bottleneck in transmission of network 
control traffic for V4 and V6 resulting to odd situations like -

Eg: If an implementation to retain maximum 4 snooped entries per CPE is there, OLT will end up discarding the 
v6-REPLY or v4-ACK to the CPE resulting idle connectivity at CPE end. 

Until this implementation is optimized, then it’s always better to not to play with such options at least in 
production network and leave the OLTs to do pure forwarding and ranging. 

Similar snooping related options should be disabled in subsequent trunk ports of switches.

To mitigate security concerns of Rouge DHCPv6 servers from Customer End, Bridge Mode to CPE and U2U 
communication must be prohibited towards downstream side. 
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Thank you for the listening. 
Your queries regarding the topics are highly appreciated.
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End of Session


